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Abstract: With the continuous increase in the scale and variety of malicious code, traditional detection methods struggle to address malware
variants and complex encrypted samples. To tackle this challenge, a multi-channel hybrid convolutional network—based malicious code detec-
tion model aimed at enhancing detection performance in complex environments is proposed. The model introduces an innovative adaptive de-
noising mechanism. after extracting multi—angle features of malicious code to form multi—channel image representations , it combines cross—en-
tropy with a soft threshold function for denoising. This approach suppresses features below the threshold while preserving those above it, effec-
tively mitigating feature loss caused by image scaling. Furthermore, the model proposes a feature fusion strategy based on DenseNet121 and
Gated Recurrent Units (GRU). By integrating a GRU module after the transition layers of DenseNet121, it constructs a Shared Memory Mod-
ule (SMM) to capture dependencies among multi—channel features, thereby preventing over—reliance on any single feature channel. Experi-
mental results demonstrate that compared to existing malware detection methods, the model achieves improvements in precision, accuracy, re-
call, and F1-score. Notably, it exhibits stronger generalization and anti-interference capabilities when handling malware variants and com-
plex encrypted samples.
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Table 1 DenseGRU-Net network structure parameters
%1 DenseGRU-Net W4 &5

N LR T
R £ 254 LR P AN 24 e JEE AR T
EBER
TXT ,
Conv 112x112 . 64 - —
K2
3x3,
Maxpool 56%X56 64 - —-—
2
1x1 Conv
DenseBlock 1 56X56 128 4 —
3%3 Conv
1x1 Conv
Transitionl 28%28 3%3 Avgpool 64 - 0.5
W2
1x1 Conv
DenseBlock 2 28%28 192 8 —
3x3 Conv
GRU 1 28%28 - - - -
1X1 Conv
Transition 2 14x14 2X2 Avgpool 96 - 0.5
2
1x1 Conv
DenseBlock 3 14x14 384 16 —
3%3 Conv
GRU2 14x14 - — — -
1X1 Conv
Transition 3 X7 2%2 Avgpool 192 - 0.5
K2
1x1 Conv
DenseBlock 4 X7 384 12 -
3x%3 Conv
Avgpool 1x1 - 384 - -
FC 1x1 — 2o - -
Precision = Ti X 100% (14)
TP + FP
TP
Recall = ———— x 100% (15)
TP + FN
Precision X Recall
F1=2x x 100% (16)

Precision + Recall
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Fig. 2 Change in accuracy of the training set
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Fig. 3 Change in accuracy of the validation set
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Fig.4 Comparison of accuracy among four detection methods
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Table 2 Performance comparison of different networks

R2 TREIMZIERELLE

FEAY Accuracy Precision Recall Fl-score
DenseGRU-Net 92.619 88.802 91.287 91.634
DenseNet121-Ngram 92.365 88.165 90.643 90.817
DESMMnet 90.719 87.701 90.813 90.230
J-ResNet 84.735 86.327 81.238 87.147
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